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IronPort 

Email Security Monitor
Instantly  assess  and 

protect  aga inst  a  range 

of  EMail  security  threats .

IronPort Email Security Monitor™ is a real-time threat monitoring and reporting system that 
is integrated into every IronPort email security appliance. This technology tracks every sys-
tem connecting to your IronPort® appliances to identify where Internet threats (such as spam, 
viruses, and denial-of-service attacks) are coming from, who is sending you legitimate email 
and what they have done in the past. Extensive reports on content filters and internal users 
allow you to effectively enforce and manage corporate compliance policies.

Combating constantly evolving Internet-based threats requires a robust enterprise email 
security system, capable of providing accurate information and constant feedback. To provide 
administrators with the critical information needed to make complex security decisions, 
IronPort offers unprecedented real-time monitoring and reporting capabilities.

IronPort Email Security Monitor is tightly integrated with IronPort’s industry-leading 
SenderBase® Network, and provides you with full details on traffic to your local site as well 
as visibility into a sender’s global behavior.
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Holistic View of Email Security Status

Easy-to-understand system overview report profiles all incoming and outgoing email com-
munications. Easily demonstrate ROI by reviewing the effectiveness of each layer of IronPort 
protection, including: reputation filtering, directory harvest attack protection, spam and virus 
prevention, and compliance filters. The system overview dashboard displays an at-a-glance 
indication of the current operating state of your IronPort appliance. Review status indicators, 
monitor system quarantines, and track virus outbreaks – clearly and concisely on the front 
page.

F e at u res 

IronPort Email 
Security Monitor’s 
intuitive graphical user in-
ter face enables real-time 
and historical visibility 
into your email traffic
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Accurately assess every sender via the individual profiles for every IP address, domain and 
network owner sending you email. Track the exact amount of each kind of mail coming 
from any sender. Integrated SenderBase data provides you with global knowledge of the 
sender’s history and current activity.

Reports from IronPort Virus Outbreak Filters™ enable you to effectively monitor and dem-
onstrate the value of this mission critical security application. Review global virus outbreak 
trends and compare them to your local network.

Content Filter reports highlight the content and policy filters matched for both incoming 
and outgoing messages on your network. Easily find how many times any filter was trig-
gered. Per-filter details provide trend information over time, and identify the specific users 
that triggered the filters.
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By integrating 
SenderBase data, 
IronPort Email Security 
Monitor provides you 
with an accurate as-
sessment of the threat 
level of every message.

The Virus Outbreaks 
report lists global 
virus outbreaks as 
well as highlighting the 
protection provided to 
your local network.

The Content Filter 
report provides unprec-
edented visibility into 
your corporate email 
policies.
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Internal User Reports provide detailed information about all users on your network. Easily 
answer questions like ‘Who is receiving the most spam?’ and ‘Which users are sending out 
confidential information?’ Per-user reports provide comprehensive information to help 
protect your network.
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Use the Internal Users 
report to learn every-
thing you need to know 
about the email trends 
for your users.

POWERFUL REPORTING ENGINE

PDF snapshots allow you to capture the current view of a report you are viewing in an Adobe 
Portable Document Format (PDF) file. Save or print the file for easy future reference.

Regularly scheduled reports can be configured for delivery over email or archived to the local 
system in PDF format. All real-time reports are available for periodic scheduled delivery.

Easily schedule reports 
for delivery on a daily, 
weekly, or monthly 
basis.
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Download reporting data in CSV format for easy integration with existing monitoring 
solutions. Simply click the ‘Export’ links in the GUI or create automated scripts to export 
the reporting data from the appliances.

Ad-hoc reports allow 
you to instantly access 
historical reporting 
data on your appliance.
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B enefits       Reduce Administrative Overhead  Simple, easy-to-understand, real-time reports allow you 
to instantly assess the overall health of your email security. You no longer need to search 
through and post-process logs from separate email, anti-spam, anti-virus and content 
filtering systems.

Integrate with Existing Solutions  All reporting data is available in industry-standard CSV 
format. Protect your investment in enterprise reporting solutions by simply importing email 
security data from the IronPort appliances.

Enhance System Security  IronPort Email Security Monitor provides a holistic view of 
your email system, enabling you to make critical security decisions. Protect your users from 
unwanted threats, while also protecting your business from critical downtime and lost 
opportunity.

Ensure Network Availability  Real-time alerts enable administrators to react immediately to 
thwart new attacks or resolve delivery problems. Easily identify rapid changes in mail profiles 
and quickly adapt your rules as necessary.

Measurable Return on Investment  See exactly why IronPort provides the most effective email 
security solutions in the industry. Information about each element of IronPort’s unique multi-
layer, multi-vendor protection is clearly and accurately portrayed for your review. Easily sched-
uled ROI reports are automatically delivered for management review.
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IronPor t Systems is the leading email and Web security products provider for organizations ranging from small 
businesses to the Global 2000. IronPor t provides high-per formance, easy-to-use and technically innovative 
products for those faced with the monumental task of managing and protecting their mission-critical networks 
from Internet threats.
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HOW TO GET STARTED WITH IRONPORT

IronPort sales representatives, channel partners, and support engineers are ready to help  
you evaluate how IronPort products can make your email infrastructure secure, reliable, and 
easier to manage. If you believe that your organization could benefit from IronPort’s industry 
leading products, please call 650-989-6530 or visit us on the Web at www.ironport.com/leader

cont   a ct   u s

Unprecedented Insight Into Email Traffic 

IronPort Email Security Monitor provides complete real-time visibility into email traffic and 
trends. This information helps administrators make critical network security decisions, and 
proactively minimize network threats. Scheduled reports reduce administrative overhead and 
reinforce the ROI of your IronPort appliances.   

S u m m a r y

P ro  d u ct   L ine   IronPort Email Security Monitor is available on all IronPort C-Series™ and X-Series™ email 
security appliances.


